L . RETURN . Control
Process Sub-Process What (Objective) Why (Risk or Exposure) TO MENU How (Applicable Controls) N
Confidential employee and/or applicant Access to employee and applicant records is restricted to F111.1
information may be disclosed, possibly authorized individuals and is reviewed at least annually. -
X - . ) re;z:;?; :ir:iV;ilz::ognzf;:gOS;Z;EISI?;ZE‘“MES The frequency with which authorized personnel access human F1-1.1.2
Qonfl_den_!lallty of human resource information [P [¢] p " |resource records is monitored. L
is maintained.
S Employee records are not maintained per State All employee records are maintained in accordance with State
Resources, |F1 Personnel Access requirements and vital employee information is recordpret)éntion equirements F1-1.2.1
Compensation |and Confidentiality discarded and no longer available. a :
& Benefits
Lack of segregation of duties may result in
Adequate segregation of duties exists amon, misappropriation of assets, inaccurate financial . o P
quate segregatl Ut X ng isappropriat . o Ir u ! ! Adequate segregation of duties is maintained as documented
the authorization, custody of assets, recording [reporting, errors or irregularities, and/or F1-2.1.1

of transactions, and reconciliation.

improper or undetected use of funds or
modification of data.

in the SOD matrix section.




